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https://www.mysti.gov.my/product/smart-iot-cloud-based-access-control-system-10

Modern Security Demands More Than a Lock.
It Demands Accountability.

In critical environments, the most significant risks often lie not in unauthorized entry, but in unverified
actions. True security requires granular control over how and when authorized personnel access sensitive
areas, ensuring every action is intentional, supervised, and auditable. How do you enforce joint sign-offs,
mandate supervisor presence, or require real-time command center approval without hindering operations?
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Introducing Dual Access Mode: Three Protocols for Evolving Security Needs

Elevate security and accountability with three distinct protocols designed to meet any operational requirement, from
joint collaboration to centralized oversight. Control access confidently with multiple layers of security, ensuring your
facility is secure, compliant, and fully auditable while providing seamless, flexible access for authorized personnel.
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Mode 1: Flexible Multi-User Access for
Joint Accountability.

This mode is designed for joint accountability
and dynamic collaboration. It allows any two

authorized users to initiate and complete the
access process, regardless of their specific . |
roles or departments.

(® Versatile Authorization: Allows any two
parties—whether two technicians, an
operator and a manager, or two
independent security officers—to achieve
necessary joint sign-off.

X

(® Role-Agnostic Collaboration: Supports
users from the same team or from
completely distinct functions.
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Mode 2: Supervised
Access Mandate for
Enforced Oversight

This protocol is for areas requiring
mandatory on-site oversight, enforcing
compliance and accountability by linking

operational activity directly to supervisory O O @
control. [ \ [ 8_\

® Mandatory Pairing: Access is strictly
enforced, requiring the physical Operational User Manager/Supervisor Unlocked Door
presence of One Operational User + One
Manager for entry.

® Ensured Oversight: Provides an
essential extra layer of managerial
responsibility, as the supervisor must be
physically present to authenticate.
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Mode 3: Command Center Access on Approval (AoA) for
Centralized Control

This mode enforces the highest level of real-time security control, ensuring every entry is explicitly and
remotely approved by a designated authority.

1. Initiation Trigger: A single 2. Centralized Control: A

authorized user scans their card designated authority at the

to request entry, approv, Command Center provides remote

immediately triggering an alert to authorization from a dedicated

the central Command Center. workstation to unlock the access
point.
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The Tangible Benefits of Granular Access Control

Multi-User Verification for
Sensitive Zones

Ensure critical areas are accessed
only when multiple authorized users
validate entry together, reducing the
risk of unauthorized access.

Flexible Security
Configuration

Customize access rules to match
your precise operational needs,
whether it's collaborative entry,
manager validation, or
approval-based workflows.
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Real-Time Approval
Workflow

Access requests trigger instant
notifications to supervisors or the
command center, allowing secure
and timely approvals from any
location.

Traceable and Auditable
Entry Records

Every entry is logged and monitored,
providing detailed, tamper-proof

records for compliance, accountability,
and security audits.
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Advanced Control is Powered by an Integrated Ecosystem

Dual Access Mode is not a standalone feature; it is the result of a seamlessly integrated platform of cloud
software, smart loT controllers, and advanced readers. This end-to-end approach ensures reliability, scalability,
and deep system intelligence.
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The Command Center: Cloud-Based
Management & Mobile Credentials.
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Cloud-based Management Cloud-based Property Mydigital ID & Mobile Credentials:
Platform: Centralize control Management System: Provide secure, convenient
across single or multiple sites. Streamline operations and access via mobile devices.

tenant management.

% Underpinned by Google’s ULTRA SECURE Cloud Platform for
h unmatched reliability and security.
Limitless Updates: An eco-friendly system that evolves with your

needs without hardware replacement.
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The Intelligent Edge: A Comprehensive Suite of Hardware

loT Access Control System
Elevator Access

/0 Modules

Panic Alarm

Door Monitoring

Vehicle Access (ANPR)

Server Rack Lock
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Smart Readers

D #  Multi-format BLE/NFC/QR
=Jgg Reader

['_? Encrypted NFC Cards

2, Al Biometrics Recognition
@| Terminals (Indoor, Outdoor,
QOutdoor IK10)
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Security Barriers & Turnstiles

e
gy

Access Barrier Gates
(Folding, Fence Arm)

Turnstiles (Swing, Full

Height, Tripod, Portable,

Quantum)
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A Foundation of Enterprise-Grade
Security Features.

Beyond multi-user authorization, the Nuveq platform provides a full suite of
advanced tools to protect your assets and people.

v/ Emergency Lockdown v/ Intrusion Alerts

v  Global Management +/ Fire Alarm Integration

v/ Anti-Passback v/~ Emergency Mustering System

v/~ Door Interlocking «// Access Groups and Roles
Management
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Adaptable Solutions for the Most
Demanding Industries

The Nuveq open access control solution is tailored to meet the unique
security, compliance, and operational needs of diverse sectors.

=555= fees

Data Centers Banking & Financial Local Government Manufacturing &
Industrial
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Healthcare Facilities Commercial Real Estate Education Gym & Fitness
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Built for Integration,
Designed for Evolution.

A secure facility requires a connected technology stack. Nuveq is built on an open foundation
to ensure it works with your existing systems and grows with your future needs.
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Full API Integration Streamlined Operations Limitless Updates
Utilize our Developer API to create Unify security management to Benefit from continuous
custom workflows, integrate with reduce complexity and improve improvement and new features

HRMS or other platforms, and operational efficiency. delivered seamlessly via the cloud.

extend the system's capabilities.
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Secure Every Entry with Nuvegq.

From Multi-Layered Verification and Supervisor Oversight to Real-Time Command Center
Approval, Nuveq delivers the tools you need for maximum safety and compliance.

Download Brochure Explore Developer API

NUVEQ SDN BHD
29, Jalan BS 7, Taman Buit Segar,
43200 Cheras, Selangor,

Malaysia.
Tel: +603 9131 0918
email: sales@nuveq.net
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